Highly fault-tolerant hypercube multicomputer
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Abstract: A strongly fault-tolerant design for a d-dimentrun "aucountsional hypercube multi-
processor is presented and its reconfigurability examined. The augmented hypercube has a spare
node connected to each node of a subcube of dimension /, and the spare nodes are also connected
as a (d — i)-dimensional hypercube. By utilising the circuit-switched capabilities of the commu-
nication modules of the spare nodes, a large number of faulty nodes and faulty links can be
tolerated. Both theoretical and experimental results are presented. Compared with other proposed
schemes the approach can tolerate significantly more faulty nodes and faulty links with a low

overhead and no performance degradation.

1 Introduction

As the size of the hypercube multicomputer grows, owing
to its complexity, the probability of node and/or link
failures becomes high. Therefore, it is crucial that such
systems be able to withstand a large number of faults. To
sustain the same level of performance in the presence of
faults, some researchers have investigated hardware
schemes for the hypercube where spare nodes and/or
links are used to replace the faulty ones. In the literature,
a reconfigurable system that retains the same service level,
as well as keeping the same system topology after the
occurrence of faults, is referred to either as a strongly fault-
tolerant [1] or a structurally fault-tolerant [2] system.

Two classes of hardware schemes have been proposed.
Some researchers have examined local reconfiguration tech-
niques where a spare node can only replace a faulty node
within a given subset [3-8]. A common drawback of these
approaches is low utilisation of spare nodes. Furthermore the
schemes do not tolerate any faulty link and generally are not
strongly fault-tolerant. The second class of approaches uses a
global reconfiguration scheme and is based on creating a
supergraph of the hypercube [2, 9-11]. These schemes are
strongly fault-tolerant. However, they are mostly node-mini-
mal and suffer from large node degrees.

We propose a global reconfiguration scheme that utilises
circuit-switched communication to make the hypercube
strongly fault tolerant. In our scheme a d-dimensional
hypercube is divided into 2/ ~? subcubes of dimension
i; we call each of these subcubes a cluster. One spare node
is assigned to each cluster; the spare node is connected to
every regular node of its cluster via an intracluster spare
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link. Spare nodes are also interconnected to form a (d — i)-
dimensional spare cube using intercluster spare links. We
call the resultant structure an enhanced cluster hypercube
(ECH). Fig. 1 depicts an ECH of dimension d =4 with
clusters of dimension i=2. The spare links are shown
using lighter lines. By utilising the circuit-switched
communication modules of various spare nodes, edge-
disjoint paths between multiple nodes of a cluster and
multiple spare nodes can be made. For example, in Fig. 1,
using the spare links, nodes 0100, 0110, and 0111 in
cluster 01.XX can be connected to the spare nodes 01SS,
00SS, and 11SS, respectively, without sharing any of the
spare links. We use this property to show that multiple
faulty nodes in a cluster can be tolerated. Faulty links are
bypassed by establishing parallel paths using spare links.

We present both theoretical and experimental results.
Our theoretical results, representing the worst-case
scenario, indicate that the ECH can tolerate 2 ~” faulty
nodes for up to three faulty nodes per cluster; only outline
proof of theorems are provided owing to space limitation
[12, 13]. Our experimental results, based on random fault
distribution of up to 2~ " faulty nodes, have yiclded
100% fault coverage.

2 Notation and definitions

Each node of a d-dimensional hypercube is represented by
d-tuple (by _ 1 ...b;.. .by), where b; € {0, 1}. A subcube is
defined by a unique d-tuple {0, 1, X} where ‘0’ and ‘1’ are
the bound coordinates, and ‘X’ represents the free co-
ordinates. A (d — k)-dimensional subcube is represented
by a d-tuple with k bound coordinates and (d — k) free co-
ordinates. Each spare node is uniquely defined by d-tuple
{0, 1, S}¢ where ‘0’ and ‘1’ represent the bound co-
ordinates and S corresponds to the free coordinates of the
spare node’s assigned cluster. A link is specified uniquely
by d-tuple {0, 1, — }¥ where ¢ —’ can be substituted by 0’
or ‘1’ to identify its connecting nodes. An intracluster
spare link (a link connecting the spare node to a node
within the cluster) is defined by a (d+ 1)-tuple{0, 1,
S} D where S is inserted to the left of the (i — 1)th bit
of the regular node ID, to which the spare node is
connected. For example, the intracluster spare link
connecting the spare node 00SS and node 0001 is identified
as 00S01. An intercluster spare link (a link connecting two
spare nodes) is defined by a d-tuple {0, 1, S, — }d where
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¢ —’ can be substituted by ‘0’ or ‘1’ to identify its
connecting spare nodes. Hence, the intercluster spare link
connecting spare nodes 01SS and 00SS is labeled 0 — SS.

3 Overview of enhanced cluster approach

In an ECH of dimension d and clusters of dimension /, the
degree of each regular and spare node is (d+1) and
2/ 4+ (d — i), respectively. The block diagrams of a regular
node and a spare node for the four-dimensional ECH of
Fig. 1 are depicted in Fig. 2. Note that for i=1, the
architecture of the regular and the spare nodes would be
the same. Hence, one can implement an ECH by using the
same node architecture for the spare and regular nodes; the
degree of every node would be (d+ 1).
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Fig. 1 Enhanced cluster hypercube of dimension four
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Fig. 4 Replacing faulty nodes 1100 and 1110 with spare nodes 01SS and
1188

We assume that faulty nodes retain their ability to
communicate. This assumption may be avoided by dupli-
cating the communication module in each node. Moreover,
we assume that the cost of communication is nearly
constant between any two nodes with circuit-switched
communication modules.

We next describe how the ECH tolerates faulty nodes
and faulty links. Connecting a spare node to a regular node
is done to tolerate a node failure. If the spare node resides
in the cluster of the faulty node, the appropriate commu-
nication channel of the spare node is merged with the
communication module of the faulty node. If the assigned
spare node and the faulty node belong to different clusters,
a dedicated path to connect them needs to be established.
Once such a path is established due to the capabilities of
the circuit-switched routing modules the physical location
of the faulty node and its assigned spare node is irrelevant.
Moreover, no modification of the available computation or
communication algorithm is necessary. Faulty links are
bypassed by establishing parallel paths using spare links.
Fig. 3 illustrates the reconfiguration of an ECH with d=4
and i=2 in the presence of indicated faulty nodes and
faulty links. By utilising the intermediate spare nodes, in
effect, three logical spare nodes are present in cluster
11XX. Fig. 4 shows how spare nodes 01SS and 11SS
replace faulty nodes 1100 and 1110, respectively, by
merging their appropriate communication channels.

4 Theoretical results

Define a cluster with one or more faulty nodes as a faulty
cluster. Since, within a cluster, the local spare node is
directly connected to every regular node, the number of
edge-disjoint paths between the faulty nodes of a cluster
and the unassigned spare nodes in other clusters is the
same as the number of edge-disjoint paths between the
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local spare node of the faulty cluster and the unassigned
spare nodes. The reconfigurability of the ECH is then a
function of the number of dedicated and edge-disjoint
paths within the spare hypercube that can be established
between the local spare node of a cluster with multiple
faulty nodes and the available spare nodes in the fault-free
clusters. We define the number of such edge-disjoint paths
that must be constructed from a spare node as the connec-
tion requirement (Cg) of that spare node. For example, in
Fig. 3, since two out of three logical spare nodes of cluster
11XX physically belong to other clusters, the Cy of the
spare node 115Sis 2. The Cy of a spare node is equal to the
number of faulty nodes in its cluster minus one.

The availability of these edge-disjoint paths is a connec-
tivity issue of the spare hypercube. The following theorems
examine the connectivity of the spare cube and therefore
the reconfigurability of the ECH. We first set the upper
bound on the number of faulty nodes that can be tolerated
in a cluster. We then examine the lower bound on the
number of faulty nodes that an ECH can tolerate for any
fault distribution. Finally, we examine the conditions under
which the maximum number of faulty nodes can be tolerated.

Theorem I: The upper bound on the number of tolerated
faulty nodes in a cluster that a d-dimensional ECH with
cluster dimension of i can tolerate is (d — i+ 1).

Outline proof: Given a cluster with multiple faulty nodes,
the local spare node can replace one of them. Since the
local spare node has a degree of (d — i) within the spare
cube, at most (d— i) edge-disjoint paths may be
constructed from it to free spare nodes. n
Theorem 2: A d-dimensional ECH with cluster dimension
of i can tolerate (d — i+ 1) faulty nodes regardless of the
fault distribution.

Outline proof: The proof is by induction. d =i represents
the base case. The spare node can replace any faulty node
directly. Therefore the ECH can tolerate d —i+1=1
faulty node.

Next, consider an ECH of dimension d =i+ (k — 1). By
the induction hypothesis, the (i + k — 1)-dimensional ECH
can tolerate (d —i)+1=(k— 1)+ 1=k faulty nodes.
Consider an ECH of dimension d=i+k. Split the
(i + k)-dimensional ECH along a dimension j such that
j>1i. Even if all (k+ 1) faulty nodes reside in the same
(i+k — 1)-dimensional ECH, a dedicated path along
dimension (j — i) of the spare cube between the (k+ 1)th
faulty node and the unassigned spare node in the fault-free
half of the ECH can be established. |

Group the spare nodes into three sets: Sg (set of source
nodes), Sy, (set of used nodes), and Sy (set of target nodes).
A source node is a spare node in a cluster with multiple
faulty nodes. The set Sg then represents the spare nodes
with a Cp greater than 0. Sy is the set of unassigned spare
nodes, and Sy consists of spare nodes that have been
assigned to faulty nodes and have a Cy of 0. For example,
considering only the faulty nodes in Fig. 3, after assigning
the local spare node to a local faulty node in each faulty
cluster, Sg={11S8S}, Sy={10SS}, and S;={01SS,
00S8S}. During the reconfiguration algorithm, discussed
in Section 5, the spare nodes are dynamically assigned to
the various sets. To illustrate this, suppose the Cy of a spare
node o € Sg is greater than 0 and there is a dedicated path
from a to § € S Consequently, 8 replaces a faulty node in
the cluster of « via the dedicated path. f is then called used
and is assigned to Sy. Also, the C of « is reduced by one.
If the Cg of o becomes zero, it is also marked as used and is
assigned to Sy The ECH is called reconfigured when Sg
becomes an empty set.
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The reconfigurability of the ECH is a function of the
number of dedicated and edge-disjoint paths, within the
spare cube, that can be established between the local spare
nodes (nodes in Sg) of the clusters with multiple faulty
nodes and the available spare nodes (nodes in Sy) of the
fault-free clusters. However, spare nodes do not have to be
interconnected as a cube. Obviously, if the spare nodes are
interconnected as a complete graph, the ECH can tolerate
up to 2~ regardless of fault distribution. Hence, the
reconfigurability of the ECH is a direct consequence of the
connectivity of the topology which interconnects the spare
nodes. Represent the topology of the graph connecting the
spare nodes by G= (¥, E) where V=SgUSyUSrand £
consists of the appropriate spare links. Let the C of a node
n € Sg be represented by Cg(n), and denote the sum of the
Cps of all nodes in a set P as X, « pCr(n). Since the number
of faulty nodes cannot exceed the number of spare nodes
IS71 = %, ¢ s, Cr(n). The following theorem examines the
connectivity of G as it pertains to the reconfigurability of
the ECH.

Theorem 3: Consider a graph G(V,E) where V=
SsUSyUSs . The necessary and sufficient condition for
every node n € Sg to have Cz(n) edge-disjoint paths to
Cr(n) nodes in Sy is that the minimum number of edges
leaving any subset of nodes P C V' be greater than or equal
0 Z, ¢ pnsy Cr(n) — IPNSq|.

Outline proof: Consider a subset P; C Sg (Fig. 5). Each of
the edge-disjoint paths from a node in Sg to a node in Sr
must be carried over at least one edge in the cutset (P,
V — P;). Therefore sum of the Cgs of the nodes in P; must
be smaller than or equal to the number of edges in the
cutset (P, ¥ — Py). Next, consider a subset P C ¥ in which
|P N S7| of the edge-disjoint paths may exist. The rest of the
paths must then be carried over the cutset (P, ¥V — P).
Therefore the necessary condition follows.

To prove the sufficient condition, create a new graph
G’ =(V,E') by adding two nodes s and ¢ to G as specified
below and depicted by Fig. 6. Each node in Sris connected
to ¢ via a single edge. Each node n € Sg is connected to s

@ source node
@D used node
O target node

Fig. 6 Cut in graph G’
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via Cg(n) parallel edges. Let sum of the Cy of all nodes in
S be L. Consider the depicted general cut in G’ crossing
indicated edges. Now examine the unshaded side of the
cut. The given condition can then be formulated as
LzZ(L - Ll) —Lg or L1+L2 +L3 >L. Hence, by
Menger’s theorem [14], L edge-disjoint paths exist between
nodes s and . ]

We next apply theorem 3 to the spare cube and examine
the reconfigurability of the ECH. Theorems 4 and 5 set the
bounds on the number of faulty nodes per cluster, under the
maximum number of faulty nodes, that can be tolerated
regardless of the fault distribution.

Theorem 4: Clusters with four or more faulty nodes can
cause the reconfiguration of a d-dimensional ECH to fail.

Outline proof: Consider the case where every faulty cluster
has four faulty nodes and faulty clusters form a subcube of
dimension (d — 2). Subsequently, the spare nodes within
the faulty clusters form a spare subcube of dimension
(d — i — 2); the Cg of each spare node would be three.
The number of spare links crossing the (d — i — 2) spare
subcube is given as

((d—i)y—(@d—i—=2) %2972 =2 42@~D

which is less than 3 x 2 =/~ 2 as required by theorem 3.

Theorem 5: The ECH can tolerate 2 ~ ? faulty nodes with
up to three faulty nodes per cluster regardless of the fault
distribution.

Outline proof: The proof is similar to theorem 4. The
worst-case scenario of every case is examined and is shown
to satisfy theorem 3.

5 Experimental results

Some patterns of four faulty nodes per cluster can cause
the reconfiguration of the ECH to fail. However, the
probability that the faulty nodes can form such patterns
is very low. Therefore a more realistic measure of the
reconfigurability of the ECH would be under random fault
distributions.

Next examine the reconfiguration algorithm. An optimal
reconfiguration algorithm can be developed by utilising the
maxflow/mincut algorithm [15]. Here, optimality is
measured as the ability to assign a spare node to every
faulty node whenever such an assignment is feasible vis-a-
vis theorem 3. The main drawback to reconfiguration using
the maxflow/mincut algorithm is that a new digraph has to
be constructed and the spare node assignment has to be
done by the host processor. To overcome these deficien-
cies, we next present a near optimal reconfiguration algo-
rithm, which is called Alloc-Spare. The algorithm consists
of three parts as follows:

(i) Early abort: The following solvability checks are
performed to determine whether the reconfiguration is
feasible. If the total number of faulty nodes is greater
than the number of spare nodes (24 ~?), the reconfigura-
tion fails. If the Cx of a spare node is greater than (d — i),
the reconfiguration fails due to theorem 1. The reconfi-
guration also fails if the sum of the Cz of any two
neighbouring spare nodes in the spare cube is greater
than 2(d — i) — 2 (theorem 3).

(ii) Local assignment: The local spare node of every faulty
cluster is assigned to a faulty node within the cluster. If all
faulty nodes are covered, the ECH is reconfigured.

(iii) Nonlocal assignment: To find a set of candidate spare
nodes that can be assigned to a faulty node, we utilise Lee’s
path-finding algorithm [16]. The algorithm begins by
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constructing a breadth-first search of minimum depth j
(1 <j<2“=9 _ 1) in the spare cube from the local spare
node of a faulty cluster with a non zero Ck. If a free spare
node is found, a path to the spare is formed. The algorithm
guarantees that a path to a spare node will be found if one
exists and that the path will be the shortest possible [16].
Therefore all faulty nodes that are one link away from
available spare nodes (at distance 1) are assigned first.
Once a path is formed, the links associated with that path
are deleted from the spare cube, resulting in a new
structure. If there still remain some uncovered faulty
nodes, a solvability test to check the Cx of neighbouring
spare nodes, similar to Early Abort, is performed on the
new structure, and step (iii) is repeated for a higher depth ;.
Reconfiguration fails if j> (2 4= _ 1), which is the
longest acyclic path in the spare cube. |

We implemented algorithm Alloc-Spare for an ECH of
dimension 20 with the spare cube of dimension 10. The
simulation result for up to 1024 randomly placed faulty
nodes is shown in Fig. 7 as plot G4. 1000 simulation runs
were performed for each given number of faulty nodes.
Plots G1, G2, and G3 in the Figure pertain to the schemes
proposed in [4 and 17, 8, 7], respectively; compared with
other schemes in the literature, the selected ones tolerate
more faulty nodes for similar hardware overhead. The
result indicates 100% reconfigurability for the ECH
under the random fault distribution.

The required node degree of each regular and spare node
in [17] is (d+ 1) and 2’ respectively, which represents the
minimal switch complexity among the presented schemes
in Fig. 7. The next higher node degree belongs to the ECH
with (d+ 1) for the regular node and 2'+(d — i) for the
spare node. The regular and spare node degrees in both of
the methods given in [7,8] have to be at least (d+2) and
2'+(d — i), respectively. Finally, the implementation of
the scheme in [4] requires the highest switch complexity
[71.

To examine the limitation of the ECH under random
fault distribution, we next assumed that the number of
faulty nodes in the ECH is the maximum (2 ~ 7). We then
assumed that each faulty cluster contains a fixed number of
faulty nodes. By theorem 1 a faulty cluster may have up to
(d — i+ 1) faulty nodes. Under the maximum number of
faulty nodes, the number of faulty clusters is equal to the
number of faulty nodes divided by the given number of
faulty nodes per cluster. If the division results in a
remainder, an additional cluster with the number of
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Fig. 7 Reconfigurability of ECH under random fault distribution
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faulty nodes equal to the remainder needs to be allocated,
as well. The faulty clusters were then randomly allocated in
the ECH, and the Alloc-Spare algorithm was applied to
perform reconfiguration. The simulation results for an
ECH of dimension 20 under different sizes of the spare
cube are shown in Fig. 8, where each point in the graph
represents the average of 1000 simulation runs. Fig. 8
indicates the percent number of cases where the ECH was
reconfigured. The Figure shows that, under random fault
distribution, an ECH with a large spare cube can nearly
achieve 100% reconfiguration for up to (d — i — 2) faulty
nodes per cluster, which is much higher than the theoretical
lower bound of three faulty nodes per cluster.

Next, we calculated the average number of spare links
per spare node that is left unused after the reconfiguration.
Our results, shown in Fig. 9, indicate that an ECH, under
the maximum number of faulty nodes and the highest
number of reconfigurable faulty nodes per cluster, uses
on the average less than three spare links per spare node to
reconfigure. Therefore the spare cube is a well-connected
graph via the unused spare links even after the reconfigura-
tion. For the case depicted in Fig. 7, the average number of
utilised spare links per spare node is nearly 1.

As indicated in the previous Section, the ECH can also
tolerate faulty links. However, no theoretical lower bound
on the number of tolerated faulty links can be established,
since two or more faulty links sharing a node in an ECH
will cause the reconfiguration to fail. For example, in Fig.
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Fig. 10 Reconfigurability under random fault distribution

(i) cluster hypercube; (ii) ECH under MPP; (iii) ECH under dilation 2.
Dimension of hypercube = 20; dimension of cluster = 10; spare nodes = 1024

3, if the links 0-00 and 000- are faulty, the reconfiguration
fails, since the spare link 00500 has to be used by two
dedicated parallel paths to bypass the faulty links. There-
fore we only examined experimental results based on
random distribution of faulty links. We implemented two
algorithms to tolerate faulty links. In the first one, called
the minimum paralle! path (MPP) algorithm, if any one of
the spare links of a parallel path to any faulty link is
unavailable, the reconfiguration fails. The second algo-
rithm (dilation 2 algorithm) allows more than one parallel
path to replace an intercluster faulty link. For example, in
Fig. 3, if the spare link 0-SS is not available, the faulty link
0-00 can still be replaced by the parallel path
01500— — 1SS—1 — $§— — 0S5—00S00. Fig. 10
shows the simulation results of our two algorithms and
the scheme proposed in [17]. Other schemes [6,18] can
only tolerate one faulty link. Fig. 10 suggests that about
100 faulty links can be tolerated by the MPP algorithm
90% of the time and nearly 100% of the time by the
dilation 2 algorithm. The extra reconfigurability comes at
the expense of slower reconfiguration.

By combining the reconfiguration algorithms which
tolerate node failures and link failures, a combination of
faulty links and faulty nodes is tolerated. For a faster
reconfiguration we chose the MPP algorithm to tolerate
faulty links. In our simulations we have assumed that the
probability of having a faulty link is the same as having a
faulty node.
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Fig. 11 Reconfigurability under random fault distribution
Dimension of hypercube = 20; dimension of cluster = 10; spare nodes = 1024
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6 Conclusion

We have presented a strongly fault-tolerant design for a d-
dimensional hypercube multiprocessor and examined its
reconfigurability. Theoretical results indicate that our
scheme can always tolerate the maximum number of
faulty nodes with up to three faulty nodes per cluster.
Our experimental results suggest that, under random fault
distribution, the maximum number of faulty nodes can be
tolerated with a very high probability. Since fast reconfi-
guration is very important in the presence of faults, our
near-optimal reconfiguration algorithm is more appropriate
than the optimal one, with negligible difference in the end
result. Our scheme also tolerates a relatively large number
of faulty links. Compared with other proposed schemes,
the ECH can tolerate significantly more faulty nodes and
faulty links for the same overhead.
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